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Abstract

Computers have become an indiscipline part of our lives nowadays due to their versatile uses. The advent of computers took place
due to the need of efficient mathematical computations. Solving complex problems and running complex algorithms requires
powerful processors. Even these powerful processors come with a few limitations and fail to solve problems like simulation of
atoms and molecules, solve multi-dimensional computational spaces. This aroused the need for even more efficient and powerful
computing systems leading to the rise of quantum computers. The quantum computers are based on laws of quantum mechanics
which allows them to leverage the benefits of various principles like Superposition, Coherence, Entanglement. The Quantum
computers use qubits unlike bits which are used in computers and can explore multiple states parallelly thereby decreasing
computation time exponentially. Multiple domains and fields will benefit from the usage of quantum computing like medicine,
finance, logistics, artificial intelligence, and weather forecasting, ushering in a new era of scientific discovery and technological
advancement. The paper provides insights into the developments of quantum computing, its underlying principle and the potential
it holds.

Keywords- Quantum computing, Qubit, Superposition, Entanglement.

1. Introduction

Computers have become an indiscipline part of our lives nowadays due to their versatile uses. The advent
of computers took place due to the need of efficient mathematical computations. As the technologies
advanced and discovery of semiconductors occurred, the computers evolved significantly. The discovery
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of semiconductors allowed for first revolution within the computers by switching from Cathode Ray Tube
(CRT) (Ozawa & Itoh, 2003; Rajaraman, 2020) based computers to transistor-based computers. Computers
began to come in compact sizes. This allowed the computers to become easily available to public.

The classical computers were being built using transistors and worked on digital logic i.e. 0 or 1. Our
surroundings resemble the quantum systems and obey the laws of quantum mechanics. Thus, the
computational power of the computer seemed limited. As faster, better and efficient algorithms were
developed to solve our problems, the demand for more accurate solutions increased rapidly. Real world
problems are extremely complex and keep varying thereby handling them on a classical computer produces
unsatisfactory in many cases. This led to the need for further advancement in the computer technology. As
the power of computer seemed to reach its limits, the field of quantum mechanics opened the gateway for
a new discovery - Quantum computers (Ladd et al., 2010). Quantum computers are a recent advancement
in the field of computer science. Unlike the classical computers which work on digital logic, these
computers are based on laws of quantum mechanics. The classical computers store the data in the form of
bits either 0 or 1; on the other hand, the quantum computers use qubits and stores the state of the data. The
quantum computers have widened the scope of computers and increased its computational power manifold
as they consider the ever-changing factors of the environment. Table 1 mentions the key differences
between classical computing and quantum computing.

Table 1. Difference between classical computing and quantum computing.

Feature Classical computing Quantum computing

Usage Used by versatile, everyday computers and Used by high speed computers based on
8 devices quantum mechanics

Isrg)(;r;g:tmn Stores information as bits (0 or 1) Stores information as quantum bits (qubits)

Possible states

Has a limited number of distinct states (0 or 1)

Has an infinite, continuous range of possible
states

Calculations

Performs deterministic calculations  with
predictable outputs

Performs probabilistic calculations with
multiple potential outputs for the same input

Data Processing

Processes data using logic in a step-by-step
sequence

Processes data using quantum logic in a parallel
instance

Operations are based on linear algebra over

Operations Operations are based on Boolean algebra Hilbert space
Circuit Circuit behaviour is governed by the principles Circuit behaviour is covered by the principles
Behaviour of classical physics of quantum mechanics

Richard Feynman theorized that the computational power of the classical computers can be improvised
greatly by incorporating quantum effects into them in 1982 (Feynman, 2018). Working on top of this, David
Deutsch developed the basis for quantum computing between 1984 and 1985. However, not much focus
was done in this field and no major breakthrough was achieved until 1994. In 1994, Peter Shor devised an
algorithm (Shor’s algorithm) to solve a popular number theory problem of integer factorization (Shor,
1994). The Shor’s algorithm allowed for factorization in polynomial time complexity while the best
algorithm at that time consumed exponential time complexity. This algorithm was too complex for regular
computers, but quantum computers could process using their ability to process multiple states parallelly.

Shortly after this, Lov Grover developed a fast database search algorithm (known as Grover’s algorithm)
in 1996 (Grover, 1996). Qubit correction techniques (Vedral & Plenio, 1998), Quantum complexity classes
and quantum turing machine (Bernstein & Vazirani, 1993) followed these developments, thereby
contributing in advancement of quantum computing. All these proposals were tested on quantum computers
developed in the Bell labs and IBM. The invention of three qubit quantum machine in 1999 and seven qubit
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quantum machines in 2000 further optimized these techniques (Zohuri, 2020). Figure 1 represents the
timeline of quantum computing.
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Figure 1. Timeline of quantum computing.

The field of quantum computing is experiencing rapid and significant advancement, driven by
breakthroughs in quantum communication infrastructure and the development of more stable and scalable
quantum hardware. Notably, China continues to lead in record-setting long-distance teleportation using the
Micius quantum satellite, a cornerstone of their ambitious satellite-based quantum networks. Researchers
have demonstrated quantum teleportation over vast distances exceeding 1,200 kilometres (Yin et al., 2017;
Li et al., 2022). These ongoing efforts are crucial for establishing the foundation of a global quantum
internet, enabling secure quantum information exchange across continents.

Simultaneously, the development of quantum processors is undergoing a transformative shift towards
greater qubit counts and enhanced stability, moving closer to practical fault-tolerant quantum computing.
For instance, Google’s Willow chip recently showcased pioneering results in quantum error correction,
demonstrating performance below the critical threshold where increasing physical qubits lead to an
exponential reduction in logical error rates (Bausch et al., 2024). Major industry players like IBM and
Microsoft are also aggressively advancing their hardware roadmaps. IBM’s roadmap anticipates the
unveiling of processors such as “Flamingo” (1,386 qubits) and “Kookaburra” (4,158 qubits) by 2025,
emphasizing modular architectures and inter-chip quantum communication to achieve unprecedented
scalability (AbuGhanem, 2025). Concurrently, Microsoft’s topological qubits, exemplified by their
“Majorana 1” chip introduced in early 2025, represent a distinct approach. These qubits leverage exotic
quasiparticles for inherent error resistance, offering a promising pathway towards achieving exceptional
stability and the potential for integrating millions of qubits on a single chip, addressing one of the most
formidable challenges in building robust quantum computers (Sarma et al., 2015).
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2. Principal of Working

The traditional computers can be completely described and interpreted using the laws of classical physics
and Newtonian physics (Crowell, 2001). This limits their capacity to simulate the quantum systems which
show high variations in their parameters thereby, generating the need of a new technology.

The quantum computers which are based on the laws of quantum mechanics facilitate performing above
stated tasks. The logic used in quantum computers is extremely different from that of classical computers.
The probabilistic and nondeterministic behavior of quantum systems is handled wonderfully by quantum
computers with the help of laws of quantum mechanics (Dirac, 1981; Giacomini et al., 2019). As the
quantum computers allow processing in parallel, they provide an exponential increase in computation
power and drastic decrease in time complexity.

At the quantum scale, the particles behave differently. Their properties do not remain distinct, instead are
probabilistic. Many principles of quantum mechanics like coherence, decoherence, super positioning,
entanglement (Haroche, 1998; Qiao et al., 2018) can be observed at these scales only. The quantum
computers are designed to maximize these effects in order to incorporate the ability to deal with uncertainty
and parallel state processing (Humble et al., 2021).

2.1 Superposition

Superposition is one of the special abilities of the quantum systems wherein the object exhibits more than
one state simultaneously. This principle is observed in the most fundamental unit of quantum computers -
qubits. The qubits can exhibit the states 0, 1 or a superposition of 0 and 1 (National Academies of Sciences,
Engineering and Medicine, 2019; Rietsche et al., 2022). This ability to handle multiple states allows
quantum computers to process tasks in parallel.

The concept of superposition can be interpreted in easy terms with the help of an example of a bulb. If the
bulb is glowing, it is in ON state. When it is not glowing, it is in OFF state. However, if the bulb glows
dimly it cannot be classified in either of the states. It is neither completely on nor completely off. Thus, one
may declare this state as a superposition of ON and OFF. This property enables the quantum computers to
solve a problem of 2! states using N qubits only in contrast with classical computers which would require
both more memory and time. Figure 2 presents a visual representation of the superposition principle in
quantum computing.

AVAVAVAVAN

I State 2 [BLUE] |

Superimposed State
State 1+State 2 [PINK]

Figure 2. Superimposed state.
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2.2 Entanglement

In the quantum systems, the particles sometimes exhibit the property of entanglement. The phenomenon of
entanglement is an integral part of quantum mechanics. It suggests that whenever some particles of the
system are interconnected due to their superposition state and exhibit inseparable wave function (Giihne &
Toth, 2009; Hassija et al., 2020; Horodecki et al., 2009). Then one can notice that if any particle is subject
to change; correspondingly the effect can be noticed on all the particles no matter what their distance of
separation is. This principle is also used highly at the time of processing in the quantum computers.
Entanglement between qubits helps process the information faster. Figure 3 illustrates the phenomenon of
quantum entanglement between two qubits.

Effect experienced on1 &2

Figure 3. Entangled state.

2.3 Coherence

It is the most basic requirement for the quantum phenomenon like entanglement, super positioning,
interference. A quantum system is said to be coherent when it’s state can be described using a set of complex
numbers, each number representing the different base states of the system (Chae et al., 2024; Douven &
Meijs, 2007; Raz, 1992). It allows to maintain a fixed relationship that is the particles exhibiting coherence
will demonstrate a specific behavior when exposed to the circumstances of the surroundings. The particles
can be entangled or show super positioning only if they are coherent in nature.

2.4 Building Blocks

A quantum computer works using qubits instead of bits. These qubits (Hughes et al., 2021; James et al.,
2001) can exhibit the principles of superposition, entanglement which allows us for higher parallelism and
faster computation. The qubits have the potential to represent any number between zero and one and even
complex numbers. These qubits are mostly represented using wave functions since the quantum computers
obey the laws of schrodinger wave equations (Ziman & Buzek, 2005).

A general qubit is represented as:
y = al0) + BI1)
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where,
lal+|BP =1,

|0) and |1) are basis vectors, which are orthogonal to each other and the square of magnitude of the
coefficient corresponds to the probability of the corresponding state. To visualize qubits, we use the Bloch
sphere. The Bloch sphere is a three-dimensional representation where each point on its surface corresponds
to a possible state of a qubit. Unlike classical bits, which are limited to the states |0) or |1}, a qubit can exist
in a superposition of these two states, meaning it can be represented as any point on the surface of the Bloch
sphere. The north pole of the Bloch sphere represents the classical |0) while the south pole represents the
classical state |1). The points between the poles represent superpositions of these two states. The position
of a qubit on the surface of the Bloch sphere is determined by two parameters: 0, the polar angle (latitude),
which ranges from 0 to @ and ¢, the azimuthal angle (longitude), which ranges from 0 to 2m. The general
state of a qubit on the Bloch sphere (Liao et al., 2022; Wie, 2014; Wie, 2020) can be mathematically
represented as:

[W) = cos (g) |0) + e‘®sin (g) 1.
Here,

cos (g) is the amplitude of the |0 state.
e'® is a complex phase factor applied to the state.

sin (g) is the amplitude of the |1 state.

Figure 4 displays the Blosch Sphere of a single qubit allowing us to understand various basic concepts and
help visualise the state of qubit.

0 - Polar Angle

o

@ - Azimuth Angle

¥ - Current State

[1>

Figure 4. Blosch sphere.
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These qubits are conceptualised in various forms like photons in optics-based quantum computers which
use polarisation and beam splitters for phase shifting and entanglement, electron pairs - where their spin
tells the state of qubit usually used in superconducting type quantum computers.

Along with qubits, we require gates for their manipulation. Some popular quantum gates are Hadamard
(Shepherd, 2006; Tipsmark et al., 2011), Pauli-X, Pauli-Y, Pauli-Z (Just, 2023) and C-Not (Li et al., 2008).
These gates help in manipulating the qubits by performing certain operations on them thereby helping in
attaining superposition states, entangled qubits and performing phase shifts. All these operations allow us
to build quantum circuits capable of doing tasks like quantum teleportation (Zeilinger, 2000), superdense
coding (Harrow et al., 2004; Pati et al., 2005), fast database search, factoring large numbers using Shor’s
algorithm etc.

The quantum gates are supposed to perform unitary evolutions (Williams, 2011) to the qubit states and
process the information accordingly. Similar to the logic gates, quantum gates act as the backbone in
quantum computing (Bhat et al., 2022) by allowing us to make circuits which tailor to our needs and allow
us to perform qubit manipulation. After manipulation of the qubits, measurement is performed which leads
to collapse of the qubit state to the eigenvector corresponding to the eigenvalue which was recorded in the
measurement (Korotkov & Jordan, 2006).

3. Popular Algorithms

Since the advent of quantum computing, numerous innovative algorithms have been introduced by
scientists to tackle complex problems such as factoring large numbers and classifying functions into
balanced or constant categories (Shor, 2002). These algorithms enable significant speed improvements over
traditional methods. For instance, Lov Grover's algorithm for fast database search allows for quicker
identification of a data item in an unstructured dataset, achieving a quadratic speedup by reducing time
complexity to O(Vn). Shor’s algorithm presents a substantial advancement in factoring large numbers,
offering an exponential speedup compared to classical computing techniques. Additionally, the Deutsch-
Josza algorithm efficiently determines whether a function is balanced or constant, with a time complexity
of O(1), thus delivering an exponential speedup over traditional algorithms that require O(2"N) time.

3.1 Shor’s Algorithm

Shor’s algorithm (Shor, 1994), introduced by Peter Shor in 1994, revolutionized the field of quantum
computing by providing a groundbreaking solution to the problem of integer factorization. This
computational challenge, particularly for large numbers, has long been considered unsolvable by classical
computers. However, Shor’s algorithm offers exponential speedup, enabling quantum computers to
factorize large numbers in polynomial time, a significant improvement over the best-known classical
algorithms that require exponential time (Willsch et al., 2023).

The heart of Shor’s algorithm lies in quantum period finding, a process that harnesses quantum parallelism
to identify the period “r” of a function f(x) = a*mod N, where “N” is the integer to be factored and “a” is a
randomly chosen integer (Kumar & Mondal, 2024; Shor, 1999). Quantum superposition allows the quantum
computer to perform multiple calculations simultaneously, efficiently determining the period. This critical

step is essential for breaking down the large number into its prime factors.

Once the period “r” is discovered, the classical portion of the algorithm employs the Greatest Common
Divisor (GCD) to calculate potential factors of “N.” If “#”” is valid, the algorithm effectively factors “N” by
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calculating two factors using the GCD of “az — 1” and “az + 1”.This process reduces the large number
into its prime factors. If the period is invalid, the algorithm repeats with a different random integer “a”.

Shor’s algorithm stands as a pivotal moment in quantum computing, marking the first instance where
quantum computers demonstrated their ability to outperform classical machines in solving specific
computational problems. Its success in factoring large numbers has profound implications for cryptography,
particularly for encryption schemes like RSA (Gerjuoy, 2005; Kulkarni & Thakar, 2024; Singh & Sakk,
2024). This highlights the potential of quantum computing to challenge current security protocols and
revolutionize the field of digital security. Figure 5 depicts the flow chart of working of Shor’s algorithm
which is used for factorisation of numbers.

Quantum Period Finding

Figure 5. Algorithm of peter Shor.
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3.2 Lov Grover Fast Database Search

Grover’s algorithm (Grover, 1996), introduced by Lov Grover in 1996, revolutionized searching unsorted
databases. In classical computing, finding a specific item in an N-item database required sequential checks,
taking O(N) time. However, Grover’s algorithm enables quantum computers to achieve this search in O(N)
time, providing a quadratic speedup over classical algorithms.

At the heart of Grover’s algorithm lies the oracle—a black-box function that identifies the desired solution.
Quantum parallelism (Perus, 1996) allows the quantum computer to explore multiple possibilities
simultaneously. The algorithm iteratively amplifies the probability of the correct solution through amplitude
amplification, increasing the likelihood of measuring the correct item while reducing the chances of
measuring incorrect ones.

The algorithm commences by preparing an equal superposition of all possible solutions. The oracle is then
applied to mark the correct solution by flipping its phase. Subsequently, a Grover diffusion operator is
employed to invert the amplitude of all states relative to the average amplitude. This combination of oracle
and diffusion operator is repeated approximately N times, progressively increasing the amplitude of the
correct solution. After the iterative process, a measurement is made, with high probability yielding the
correct solution.

Grover’s algorithm showcases the potential of quantum computing to solve problems more efficiently than
classical counterparts. While it doesn’t provide exponential speedup like Shor’s algorithm, it offers a
substantial quadratic improvement for unstructured search problems. Consequently, it holds significant
importance as a quantum algorithm for applications such as database search, optimization, and
cryptanalysis.

3.3 Deutsch-Jozsa Algorithm

The Deutsch-Jozsa algorithm (Hooyberghs, 2022), introduced by David and Jozsa in 1992, is a quantum
algorithm designed to solve a specific problem faster than any classical algorithm. It addresses the problem
of determining whether a given function f:{0,1}n —{0,1} is constant (produces the same output for all
inputs) or balanced (produces an equal number of Os and 1s). For classical computers, solving this problem
requires O(2") evaluations of the function, since each input must be checked to determine the function’s
behavior. However, the Deutsch-Jozsa algorithm solves this problem in just one query to the oracle,
providing an exponential speedup.

The key to the algorithm’s efficiency lies in quantum parallelism and the use of superposition. The quantum
algorithm initializes a superposition of all possible inputs using a quantum register, allowing the quantum
computer to evaluate the function at all inputs simultaneously. The function is encoded in a quantum oracle,
which operates on the superposition and marks the output. The algorithm then applies a quantum Fourier
transform to the resulting quantum state, and a final measurement reveals whether the function is constant
or balanced.

Unlike classical algorithms, which require multiple queries to determine the nature of the function, Deutsch
Jozsa’s algorithm uses quantum entanglement and superposition to efficiently check all possible inputs in
parallel. After applying the quantum oracle and the Fourier transform, the measurement yields the correct
answer with certainty.

The Deutsch-Jozsa algorithm represents one of the earliest examples of quantum algorithms that outperform
classical counterparts. While it may not have practical applications in real-world scenarios due to its specific
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problem domain, it serves as a foundational result in quantum computing, demonstrating the potential of
quantum algorithms to solve problems exponentially faster than classical approaches. Figure 6 displays a
general circuit diagram for Deustch-Josza algorithm.

10) 34— FH®n X

;o

Uy

y  y® f(z)

10> X H

Figure 6. Generalised circuit diagram for Deustch-Josza algorithm.

4. Applications

The concept of quantum computing was introduced in 1982 by Richard Feynmenn, which was further
developed by David and Jozsa between 1984 and 1985. However, significant progress was not made until
1994 when Peter Shor created an algorithm for integer factorization, a complex number theory problem,
that could be solved in polynomial time using quantum computers. In 1996, Lov Grover developed a fast
database search algorithm, known as Grover’s algorithm. These advancements led to the development of
Qubit Correction techniques, Quantum Complexity Classes, and Quantum Turing Machine. The proposals
were tested on quantum computers in Bell labs and IBM, leading to the invention of three qubit quantum
machine in 1999 and seven qubit quantum machines in 2000. Figure 7 illustrates various applications of
quantum computing across different industries.

QUANTUM COMPUTING

« Post - Quantum
Cryptography

= Quantum Key
Distribution

Quantum Safe
Encryption

« Quantum Random
Number Generation
(QRNGs)

* Molecular
Simulations

+ Radiotherapy

« Drug Research
and Discovery

« Pricing of
Diagnosis (Risk
Analysis)

Figure 7. Applications of quantum computing.

= Quantum
Enhanced
Algorithms.

= Quantum Neural
Networks (QNNs)

» Quantum Support
Vector Machine
(QSVMs)
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The true potential of quantum computers is yet to be fully realized; quantum simulations continue to be a
major area of research due to their wide-ranging possibilities. Quantum algorithms have shown potential as
subroutines for large machine learning algorithms (Giang, 2023). However, the physical realization of a
quantum computer remains a major challenge. Despite these challenges, the field of quantum computations
and its applications is an exciting area of research, and it’s are applications summarized below:

4.1 Healthcare

Quantum computing creates interest in upcoming technologies and more powerful computational
techniques and capabilities. However, despite quantum computing being a very powerful technology, its
potential in the field of healthcare and medicine is still undiscovered. Quantum computing can enhance the
healthcare system through various healthcare operations like molecular simulations (Manby et al., 2019),
drug research (Cao et al., 2018) and recovery, precision medicine (Bertl et al., 2025), radiology (Hilt et al.,
2000), risk analysis (Woerner & Egger, 2019), diagnosis assistance and analysis, DNA sequencing (Ugya
& Meguellati, 2022), and many more.

4.1.1 Molecular Simulations

Compared to normal computing, quantum computers process data in a new manner using qubits, where the
processing speed is governed by the combined circuits. Quantum computing uses quantum entanglement
to store critical data, whereas in classical computing, the data is stored in the form of bits (0 or 1). In the
field of healthcare and medicine, quantum computing can utilize artificial intelligence, data science, and
machine learning to perform complicated tasks and compute programs.

In healthcare, things are often connected in complicated ways, where there are relations and structures
between molecules and electrons. The processing requirement for performing operations and tasks in the
domain of medicine is very big concerning the problem. Time is one of the largest limiting factors.
Therefore, quantum computing is far more superior and efficient than classical computing because of its
various methods and techniques.

4.1.2 Radiotherapy

Radiotherapy is one of the most common techniques to treat cancer patients, but this method has many
disadvantages. In radiotherapy, the radiation beam is used to destroy the affected cancer cells and prevent
them from increasing. During that process, the radiation beam also damages healthy cells and tissues, so it
is essential to make an effective plan to reduce the impact of radiation. Radiology is a very complicated
method; therefore, it requires highly specific and advanced computers to perform operations accurately.
This involves executing various operations to achieve the optimal outcome.

Quantum computing can perform many operations or simulations in a short period and find the optimal
outcome quickly, which determines new possibilities for using quantum computing in that domain.
Companies like Qubit Pharmaceuticals are also applying quantum physics and Al to molecular design for
life-changing treatments, including oncology and inflammation.

4.1.3 Drug Research and Discovery

Quantum computing helps medical field experts and scientists’ study tiny particles that react with enzymes
and proteins of the human body, which is crucial for medical research. That helps in diagnosing specific
illnesses, discovering new drugs, analysis, and providing insights and hidden patterns in the medical data.
The fundamental focus of medical experts and chemists is to discover the molecular and chemical structures
that can be evolved into drugs with the help of science and technologies to treat or heal diseases. In the
modern period, it is difficult to develop new forms of medicine and drugs due to various factors like climate
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change, pollution, food contamination, and allergies.

Quantum computers are far superior compared to normal computers because of quantum entanglement, and
quantum computing is highly accurate; therefore, it can calculate the quantum behavior of electrons in a
very short period. IBM, in partnership with Cleveland Clinic and Moderna, is utilizing quantum systems to
accelerate molecular simulations for new drug candidates and vaccine research.

4.1.4 Pricing of Diagnosis (Risk Analysis)

One of the main challenges is to develop a pricing scheme in the domain of healthcare and medicine, which
will cause hurdles in the medicine industry. Quantum computing can estimate the health state of the patients
and the likelihood that the attendee is vulnerable to a particular illness. The risk analysis over a large number
of subjects and aligning the data with the help of the quantum analysis model could be used in financial
risk assessment.

Quantum computing provides insights and hidden patterns that can detect performance, and that analysis
could help in fraud detection in medical insurance and reveal the behavior of fraudulent claims.

4.2 Finance

Quantum computing even though being in its early stages of development still holds immense potential to
revolutionize the finance sector by providing effective and efficient solutions to complex solutions. There
is evident potential in direct correlation between key financial issues and principles of quantum mechanics.
It thus also brings about notable risks related to cybersecurity that could endanger blockchain systems. The
evolution of quantum computing necessitates a major shift in focus towards its less popular yet highly
desirable applications that are anticipated to make a significant impact (Egger et al., 2020; Guo, 2023; Naik
et al., 2025; Silverman, 2022).

4.2.1 Fraud Detection

Fraud detection is a critical function for banks to maintain trust with their customers and to protect their
assets. However, traditional methods rely on rules-based systems and statistical analysis thus limiting their
ability to detect sophisticated fraud schemes.

Quantum computing can provide significant advantages in fraud detection by processing vast amounts of
data and detecting patterns that were impossible to detect with classical computers (Guo, 2023). It can also
be used in banks to provide stronger encryption for sensitive data, ensuring no financial loss due to
cyberattacks.

The utilization of machine learning has seen a growing application in the identification of fraudulent
transactions but majority of the existing systems are only capable of detecting deceitful activities after they
have taken place, rather than in real-time. This calls for an alternative approach to address the issue beyond
conventional methods. One method to establish quantum-enhanced feature space is called the variational
quantum classification (VQC), which finds the best hyperplane that is able to linearly separate the
embedded data. In VQC, the data x, belonging to Rd, undergoes a mapping process known as the feature
map circuit UD(x), which implements the function ®(x). The binary decision is made by measuring the
quantum state in the computational basis, resulting in z € {0,1}n, and then combining the measurement
results linearly. m=) z€{0,1}x" nm(z)|z){z|, noticed that m(-)€{—1,1}. Organizations like PayPal and
HSBC are collaborating with quantum firms to enhance fraud detection and cybersecurity.
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4.2.2 Risk Management

Financial risk management encompasses the protection of a company’s financial value by managing various
forms of financial risks effectively. These risks include credit risk, market risk, operational risk, among
other related categories. The primary objective is to mitigate potential hazards and safeguard a company’s
economic value.

To estimate the financial risk, contemporary methods involve the use of models and simulations. The level
of accuracy can have a direct impact on the profits that companies or individuals yield. One common risk
metric that is extensively utilized to measure the magnitude of potential financial losses within a company,
is "Value at Risk" or VaR. However, it has a limitation where it fails to adequately capture the impact of
extreme losses in the tail of the distribution. To address this shortfall, the Conditional Value at Risk (CvaR)
is often used as an additional risk measure. CVaR subscript alpha represents the average value of all losses
up to the Value at Risk at the alpha level.

Estimating Value at Risk is typically a computationally demanding task that involves classic Monte Carlo
simulation. However, quantum Amplitude Estimation provides a quadratic speedup to achieve the same
outcome (Egger et al., 2020). Therefore, to extend this approach to other financial simulation tasks, it is
necessary to design task-specific quantum circuits to implement operators. Companies like JPMorgan
Chase and Goldman Sachs are exploring quantum algorithms (e.g., QAOA (Quantum Approximate
Optimization Algorithm), Quantum Monte Carlo) for portfolio optimization and complex risk analysis,
aiming for faster and more accurate financial modeling.

4.2.3 Credit Risk Score

Quantum computing promises to revolutionize credit risk score management by tackling complex
computations exponentially faster (Silverman, 2022). Its ability to analyze vast datasets and simulate
various scenarios enables more accurate risk assessment, reducing financial institutions' exposure to
defaults. Quantum algorithms can enhance predictive models, offering deeper insights into borrower
behavior and market dynamic (Silverman, 2022). However, practical implementation remains in infancy
due to hardware constraints and algorithmic development challenges. As quantum technology matures, it
holds immense potential to reshape credit risk management, paving the way for more robust and adaptive
financial systems (Silverman, 2022).

4.3 Cryptography and Cybersecurity

One of the most significant implications of quantum computing lies in cryptography (Naik et al., 2025).
Shor’s algorithm, a quantum algorithm capable of factoring large prime numbers exponentially faster than
classical algorithms, poses a serious threat to current encryption systems such as RSA and ECC (Nielsen
& Chuang, 2010). This could potentially render traditional cryptographic protocols obsolete, necessitating
the development of post-quantum cryptographic (PQC) methods. Governments and organizations
worldwide are investing in quantum-safe encryption, such as lattice-based and hash-based cryptography, to
counteract potential quantum threats. Additionally, quantum key distribution (QKD) is emerging as a
method to enable secure communication channels resistant to eavesdropping, further enhancing
cybersecurity in the quantum era (Naik et al., 2025).

4.4 Enhancing Artificial Intelligence and Machine Learning

Quantum computing has the potential to significantly advance artificial intelligence (AI) and machine
learning (ML) applications (Egger et al., 2020; Naik et al., 2025). Quantum enhanced algorithms can
process vast amounts of data more efficiently than classical counterparts, leading to improvements in
optimization, pattern recognition, and decision-making models. For example, quantum neural networks
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(QNNs) and quantum support vector machines (QSVMs) are being explored for enhancing deep learning
applications. Additionally, hybrid quantum-classical Al models could bridge the gap between current
computational capabilities and the future of fully quantum-powered Al, paving the way for advancements
in natural language processing, autonomous systems, and robotics.

4.5 Material Science

Quantum computing is emerging as a transformative force in material sciences, with the potential to
drastically improve the way we simulate, design, and understand materials at the atomic and molecular
levels. This potential is rooted in quantum computing’s unique ability to naturally model quantum
systems—something classical computing struggles to do efficiently. Quantum computing is redefining the
future of materials science. It offers the tools to simulate complex quantum behavior more naturally and
accurately than classical methods, especially when combined with machine learning techniques.

Simultaneously, material science is key to improving the performance and scalability of quantum hardware.
Together, these disciplines form a feedback loop—each pushing the other forward—toward
groundbreaking advances in the understanding and design of materials (Schuhmacher et al., 2022).

4.5.1 Advanced Simulation Techniques

One of the key applications of quantum computing in material science is solving electronic structure
problems. These problems involve calculating the energy and behavior of electrons in molecules and
materials, which are critical to understanding properties such as conductivity, magnetism, and chemical
reactivity. Current quantum algorithms, like the Variational Quantum Eigensolver (VQE) and Quantum
Phase Estimation (QPE), are designed to approximate the ground state energies of quantum systems
(McClean et al., 2016, Tilly et al., 2022). While classical algorithms become computationally expensive
for large systems due to exponential scaling, quantum computers are inherently better suited for such
calculations—even when limited by today’s hardware-constraints.

Given the current hardware limitations of quantum computers, especially in terms of noise and circuit depth,
researchers are turning to hybrid strategies. One such approach combines quantum-computed data with
machine learning potentials (MLPs). Instead of running full quantum simulations for every step in a
molecular dynamics experiment, data from quantum computers is used to train neural network models.
These trained models can then predict the behavior of materials across many configurations efficiently and
with high accuracy. This method not only bridges the performance gap between current quantum and
classical methods but also enables simulations over longer timescales and larger system sizes.

Conventional techniques in electronic structure calculations, such as Density Functional Theory (DFT) or
Quantum Monte Carlo (QMC), have proven effective but are still constrained in their ability to scale to
large systems or capture highly correlated quantum behavior. Quantum computing offers the prospect of
overcoming these bottlenecks by providing more efficient scaling for certain material problems. As
quantum hardware continues to improve, it may be able to tackle simulations that are currently out of reach
for even the most powerful classical supercomputers (Arute et al., 2020).

4.5.2 Development of Materials for Development of Quantum

Material science itself plays a crucial role in the advancement of quantum computing technology. Quantum
bits (qubits), the foundational units of quantum computers, are extremely sensitive to environmental
disturbances. Their performance is affected by material imperfections, noise, and fabrication quality.
Enhancing material properties—through the creation of purer semiconductors, improved fabrication
methods, and engineered interfaces—can significantly improve qubit coherence times and reliability,
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allowing for more scalable quantum architectures. In tandem, the rise of Noisy Intermediate-Scale Quantum
(NISQ) devices is opening new pathways for experimental research. While these devices do not yet support
error correction or massive computation, they are already being used for specialized tasks in materials
science, such as simulating small systems or testing emerging quantum algorithms. These early explorations
provide critical insights that drive progress in both quantum computing hardware and materials research.

5. Quantum Networking

Quantum networking, a rapidly developing field, aims to interconnect quantum devices and distribute
quantum information. This infrastructure promises capabilities far beyond classical networks, including
ultra-secure communication, distributed quantum computing, and enhanced sensing. Recent breakthroughs
in long-distance entanglement and specialised quantum components are accelerating progress towards a
global quantum internet.

5.1 Quantum Key Distribution (QKD)

QKD uses quantum mechanics to establish unbreakable cryptographic keys, ensuring secure
communication. Recent advancements include China’s intercontinental QKD via the Micius satellite and
the development of metropolitan fibre-optic quantum networks. Hybrid satellite-terrestrial QKD systems
are also being explored for robust and widespread secure communication (Ecker et al., 2023). The
fundamental No-Cloning Theorem states that an arbitrary unknown quantum state cannot be perfectly
copied. This principle underpins the security of Quantum Key Distribution (QKD), as any eavesdropping
attempt inevitably disturbs the quantum state, alerting legitimate users. It also necessitates novel quantum
error correction techniques, distinct from classical redundancy.

5.2 Quantum Internet

The quantum internet aims to connect quantum processors and distribute entangled states globally, enabling
truly distributed quantum computing. Progress involves developing quantum repeaters to overcome photon
loss over long distances in optical fibres. Initiatives like EuroQCI and the US National Quantum Initiative
are establishing testbeds and roadmaps for future quantum internet infrastructure. Quantum teleportation
enables the transfer of a quantum state between locations using entanglement and classical communication,
without physically transmitting the qubit itself (Boone et al., 2015). Recent breakthroughs include record
setting long-distance teleportation via satellites and high-fidelity demonstrations over terrestrial networks,
which are crucial for interconnecting quantum nodes and processors.

6. Limitations and Challenges

Quantum Computing possesses the potential to revolutionize fields like cryptography, drug discovery, and
optimization by leveraging principles like superposition, entanglement, and quantum parallelism. However,
in spite of recent advancements, large-scale, fault-tolerant quantum computers still remain a distant goal
due to several significant challenges. These challenges include qubit stability, scalability, error correction,
algorithmic development and hardware limitations. This section focuses on the critical obstacles that hinder
the widespread adoption of quantum computing.

6.1 Qubit Stability and Decoherence

Qubits, the building blocks of quantum computers, are very sensitive to noise in the environment which can
be in the form of temperature variations, electromagnetic noise, and mechanical vibrations. Noise causes
the fragile quantum state to collapse, and qubits lose their coherence, a process referred to as decoherence.
Even a small noise is sufficient to reduce a quantum state to a classical state, making computation useless.
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Currently qubits like superconducting and trapped-ion qubits exhibit coherence for only milliseconds to
microseconds. This short time frame significantly restricts the complexity and length of computation before
errors start to build up, rendering long computations heavily error-prone.

To maintain qubit coherence, quantum systems need extremely controlled environments, generally
temperatures near absolute zero (millikelvin range) and advanced shielding is required. It is hard and costly
to maintain, so it is an additional aspect of operational complexity.

6.2 Scalability and System Complexity

For practical applications, quantum computers require millions of quality qubits. However, scaling quantum
systems introduces numerous complicating factors. With more qubits, maintaining coherence is
exponentially more challenging and cross-talk among qubits is exponentially more challenging to reduce.

Construction of large-scale quantum systems necessitates the creation of structures that can maintain high
qubit connectivity without compromising on noise. High performance over a vast array of qubits is a
significant engineering challenge. Scaling also demands greater physical space, complex cooling
infrastructure, and complex control electronics, making the infrastructure even more sophisticated. Figure
8 highlights the key challenges and limitations faced by quantum computing technologies.
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Algorithm
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Qubit Stability and
Decoherence

Scalability and
System Complexity

Security Risks and
Cryptography Threats
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Error Correction and
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Financial and
Accessibility Barriers
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and Manufacturing
Challenges

Quantum Error
Correction

Figure 8. Challenges and limitations of quantum computing.

6.3 Error Correction and Fault Tolerance

Quantum gates, which act to manipulate qubits, introduce errors due to limitations in hardware and external
noise. The errors build up over time and contribute to the decay of quantum computational results. Because
error rates in quantum systems are much larger than those of classical systems, the assurance of trustworthy
results is a major challenge.

Quantum error correction is exponentially more difficult in quantum systems than in classical computation.

Because of the no-cloning theorem, which forbids the copying of quantum states, redundancy cannot be
implemented by straightforward duplication. Rather, QEC stores one logical qubit with a multitude of
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physical qubits in order to detect and correct errors. This imposes a humongous resource overhead, which
means thousands of physical qubits to keep one stable logical qubit.

For a fault-tolerant quantum system, the error rates should be driven below some kind of critical level
(generally 1073 to 10~ per gate operation). Maintaining error rates as low as these while also scaling the
system is a standing problem. In the absence of satisfactory error correction, quantum computations become
unreliable through a growing system.

6.3.1 Error Correction Techniques

The states of qubit are very sensitive nature and get affected in the presence of low noise environments
also. In quantum computing, we mainly face two types of errors: bit flip and phase flip. These flips cause
error in the net computation and processing of the qubit. In order to deal with these errors, error mitigation
and error correction strategies have been developed. A bit flip is a type of error wherein the state undergoes
a change similar to not operation (like application of X-gate) i.e- |0> becomes |1> and vice-versa. On the
other hand, a phase flip is an error wherein the state of the qubit gets modified by a 180° rotation about
Zaxis of blosch sphere or a change in ¢ by pi radians (like application of Z-gate). A bit flip results in
incorrect measurement and processing while phase flip only results in incorrect processing and does not
affect measurement.

Classical computers ensure correctness of data by performing error detection and correction by following
the series of steps: duplication of bits, detection of error by analysing the pattern and finally correcting the
error by performing a not operation on the detected incorrect bit. In a quantum computer, the no cloning
theorem prevents the duplication of the state of an arbitrary qubit. Due to this, we cannot implement the
same strategy for error detection and correction as in classical computers. To perform quantum error
correction, we require ancilla qubits; these qubits help in encoding the information regarding which qubit
state got modified due to noise or gate errors. Finally, an error syndrome is present, which detects which
qubit has undergone phase flip or bit flip and then rectifies that error of qubit by applying Z-gate or X-gate
respectively

6.4 Hardware Limitations and Manufacturing Challenges

Specialized and Expensive Equipment

Quantum computers need very advanced hardware, such as:

* Cryogenic Cooling Systems: Many qubit technologies such as superconducting qubits require
temperatures near absolute zero to preserve coherence.

» Ultra-High Vacuum Chambers: Trapped-ion and photonic qubits will probably need vacuum conditions
to minimize decoherence.

» Precision Control Electronics: Advanced laser technologies and microwave control systems are needed
for accurate control of qubits.

Manufacturing Challenges

Creating stable and durable qubits at scale requires cutting-edge materials and manufacturing techniques
still in the process of being explored. Qubit consistency across a large quantum system remains a powerful
barrier.

Diverse Qubit Technologies

There are several competing qubit technologies, such as superconducting qubits, trapped ions, and photonic
qubits. Each has its strengths and weaknesses, and there has not yet been agreement on which technology
will eventually permit large-scale, fault-tolerant quantum computing.
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6.5 Software and Algorithm Development

Although certain algorithms such as Shor's algorithm (for factorizing integers) and Grover's algorithm (for
database searching) are remarkable advancements in computational efficiency, discovering practical
quantum algorithms for significant problems remains an active field of research. There are numerous
computational problems to be successfully restated in terms of quantum models.

Quantum programming languages and tools are still in their nascent stage of development. Quantum device
programming requires deep familiarity with quantum mechanics, linear algebra, and advanced error
handling. Most quantum algorithms, so far, are being programmed using low-level programming languages
that speak directly to quantum hardware, leading to issues in creating and optimizing them for broader
applications.

Because of the probabilistic nature of quantum mechanics, correctness and reliability verification of
quantum computations can be problematic. Developing reliable methods for quantum software verification
is an open problem in research.

6.6 Security Risks and Cryptography Threats

Quantum computers of large size are a grave threat to today's cryptography. RSA and ECC algorithms
would become easy to crack with Shor's algorithm, which could break global data security. This pending
threat requires developing and implementing post-quantum cryptography that resists attacks by high
powered quantum computers.

6.7 Financial and Accessibility Barriers

Quantum computer systems involve large amounts of financial investment due to specialized hardware,
cryogenic gear, and infrastructure needs. It involves constant monitoring, advanced materials, and very
specialized expertise, making it prohibitively expensive for most organizations.

Today, access to quantum computing platforms is largely reserved for large research institutions,
governments, and select top technology companies. Although cloud-based quantum services have started
democratizing access, the platforms are still providing relatively small numbers of qubits, stability, and
computing power.

6.8 The Central Challenge of Quantum Error Correction

The central obstacle to realizing useful quantum computation is the achievement of fault-tolerant quantum
systems through sound quantum error correction (QEC) (Lidar & Brun, 2013; Devitt et al., 2013; Roffe,
2019). Current quantum hardware contains error rates too great for large-scale computation, and error
correction requires encoding logical qubits in tens of thousands of physical qubits. This will require a
massive resource overhead, and the achievement of large-scale error-corrected systems is currently not a
practical prospect using current technology. Without efficient error correction, making quantum systems
useful is an unrealizable dream. These issues will need to be addressed through continuing innovation in
hardware design, reduction of noise, error correction technique, and quantum algorithm design.

7. Conclusion

Quantum computing, grounded in principles such as superposition, entanglement, and coherence, has
emerged as a transformative paradigm with the potential to outperform classical systems in solving complex
computational problems. Literature across disciplines highlights its wide-ranging applications—from
molecular modeling and drug discovery in healthcare, to fraud detection, risk analysis, and market
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forecasting in finance. In artificial intelligence, quantum algorithms are expected to enhance data analysis
and decision-making, while in cybersecurity, they drive both disruption and innovation, with quantum-safe
protocols becoming increasingly vital.

Despite its promise, significant technical and practical challenges remain. Qubit instability, decoherence,
and the overhead of error correction impede the development of fault-tolerant quantum systems. Current
methods often require thousands of physical qubits per logical qubit, posing major scalability and
engineering difficulties. Furthermore, high development costs, specialised hardware requirements, and
manufacturing constraints limit broad accessibility, concentrating progress within elite research institutions
and industry leaders. The threat quantum computing poses to classical encryption also underscores the
urgency for global migration to post-quantum cryptographic standards.

Nonetheless, recent advances in quantum hardware, algorithm design, and cloud-based quantum platforms
indicate steady progress toward practical deployment. The integration of quantum computing with existing
digital infrastructures offers a promising pathway for broader adoption. As research continues and
interdisciplinary collaboration expands, quantum computing is increasingly positioned to reshape
computational science, unlock new forms of secure communication, and drive innovation across a range of
critical fields.

8. Future Scope

As researchers and industry leaders continue to invest in quantum technology, the future of quantum
computing appears promising, with potential breakthroughs in various domains, including cryptography,
artificial intelligence, material science, and optimization problems.

One of the primary challenges in quantum computing is achieving scalable and fault-tolerant systems.
Current quantum processors, such as those developed by IBM, Google, and other research institutions, have
demonstrated computational capabilities beyond classical systems for specific problems. However, these
systems are still in their infancy, suffering from issues like qubit decoherence, error rates, and limited
connectivity. Future research is focused on developing more stable qubits, whether through
superconducting circuits, trapped ions, or topological qubits, to create scalable quantum processors.
Advances in quantum error correction techniques, such as surface codes and cat qubits, are expected to play
a crucial role in making quantum computing practical for real-world applications. Some of the applications
that are going to be drastically affected by the upsurgence of quantum computing are listed as follows:

8.1 Optimization and Financial Modeling

Many industries rely on optimization problems, ranging from logistics and supply chain management to
financial risk analysis. Quantum computing offers solutions to these challenges by leveraging quantum
algorithms like the Quantum Approximate Optimization Algorithm (QAOA) and Variational Quantum
Eigensolver (VQE) (Farhi et al., 2014). These algorithms can find optimal solutions for complex problems
in record time, reducing costs and improving efficiency in real-world applications. In finance, quantum
computers could enhance portfolio optimization, fraud detection, and market simulation, allowing
organizations to manage risk more effectively and make data-driven investment decisions.

8.2 Climate Science and Energy Optimization

Quantum computing could play a critical role in tackling global challenges such as climate change and
energy optimization. Complex climate models, which require enormous computational power, could be
executed more efficiently using quantum simulations. This would enable scientists to better predict climate
patterns, design sustainable solutions, and mitigate environmental risks. Additionally, quantum computing
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has the potential to optimize energy grids, improve battery efficiency, and contribute to breakthroughs in
nuclear fusion, ultimately supporting the transition to clean energy solutions.

8.3 Quantum Internet and Secure Communication

The development of a quantum internet is another exciting prospect for the future. Unlike traditional
networks, a quantum internet would utilize quantum entanglement and teleportation to enable ultra-secure
communication. Researchers are currently exploring ways to establish quantum communication networks
that could enable instantaneous and unhackable data transmission over long distances (Kimble, 2008). If
successfully implemented, quantum networking could revolutionize industries such as finance, defense,
and national security by providing a fundamentally secure method for transmitting sensitive information
(Pirandola et al., 2020).
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